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Quantum entanglement plays a pivotal role in a number of communication protocols, like secret
sharing and quantum cryptography. We consider a scenario where more than two parties are involved
in a protocol and they share a multipartite entangled state. In particular, we introduce the protocol
of cooperative quantum key distribution (CoQKD). In this protocol, two parties, Alice and Bob
establish a key with the cooperation of other parties. Other parties control whether Alice and Bob
can establish the key, its security and the key rate. We discuss the case of three parties in detail
and find the necessary suitable resource states. We discuss the controlling power of the third party,
Charlie. We also examine the usefulness of this new resource state for generating conference key
and for cooperative teleportation. In the case of conference key, we find that recently introduced
Bell inequalities can be useful to establish the security. We also generalize the scenario to more than
three parties.
I. INTRODUCTION
It is known that quantum entanglement leads to non-
local correlations in a compound system. These corre-
lations have helped in devising novel quantum informa-
tion processing protocols over the last few decades. In
particular, entanglement has been found to be useful in
cryptography in a protocol which was proposed by Ekert
[1]. The protocol as proposed by him is an extension of
the seminal BB84 protocol [2]. In the BB84 protocol,
Alice uses a set of qubits which can be polarized photons
and randomly chooses two bases (e.g. Vertical-Horizontal
or diagonal) for measurement. After the measurement,
Alice sends the qubits one by one through a quantum
channel to Bob. Bob chooses those same bases randomly
as Alice. As Bob is also measuring his qubits randomly,
half of the time, in asymptotic limit, their measurement
bases coincide and obtain correlated outcomes. They use
the classical channel to communicate publicly the order
of the bases they have used for measurement but do not
reveal the measurement outcomes. They keep those bits
for which their bases match. Thus they have almost 50%
of the original key which is known as raw key which they
can use to establish a secret key. In this protocol, no-
cloning [3] theorem plays important role in establishing
the security of the protocol. Since then many variants
of this protocol have been proposed using bipartite and
multipartite entanglement [4]. On the other hand, in the
Ekert’s protocol, Alice and Bob share a set of Bell states.
In the original protocol, Alice and Bob make measure-
ment in three bases each. Of these two bases are com-
mon. There are nine combinations of bases. Of these two
combinations of bases, which give correlated results, are
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used to establish the secret key as in the BB84 protocol.
Four combinations of bases are used to establish the secu-
rity using the violation of Bell-CHSH inequality [5]. We
will consider a variant of this protocol using multipartite
states.
In this paper, we examine the protocol of cooperative
quantum key distribution (CoQKD). Essential features of
this protocol can be seen using three-qubit GHZ-states.
In this protocol, unlike conference key [6–9] that we dis-
cuss below, the key is established between only two par-
ties – Alice and Bob. Other parties can control the pro-
tocol and can affect the key rate and security. Let us
consider three qubits which are distributed among Alice,
Charlie and Bob, and are in GHZ-state. Charlie controls
the protocol. If Charlie makes a measurement on his
subsystem in Hadamard basis, then Alice and Bob share
collapsed Bell state which then can be used by Alice and
Bob to establish the secret key following the Ekert’s pro-
tocol. Instead of this, if Charlie chooses computational
basis for the measurement then the collapsed state be-
tween Alice and Bob is a product state, and they would
be unable to carry out the Ekert’s protocol. If Charlie de-
cides to not make any measurement then Alice and Bob
are left with a maximally mixed state which is again not
useful for establishing a secret key. So Charlie controls
if Alice and Bob can establish a perfect secret key, i.e.
a key with maximal key rate. There exist another possi-
bility. Charlie makes a measurement in a general basis,
then the shared state between Alice and Bob can be a
partially entangled state. As discussed in the third sec-
tion, in this case, the key rate will be less than optimal.
In the case of GHZ-state, all the three individual qubits
have Von Neumann entropy as one, i.e., they are max-
imally mixed. We can call this state as MMM-state,
|MMM〉. The focus of this paper is on another three-
qubit pure state where the first qubit is non-maximally
mixed and the other two of the qubits are maximally
mixed. We call this state NMM-state, |NMM〉. (Simi-
larly, one can have MMN or MNM states where third or
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2second qubit is non-maximally mixed.) This state will
depend on one parameter. For a specific value of this
parameter, this state becomes the GHZ-state. We show
that, apart from the GHZ-state, this is the only other
three-qubit state, that is suitable to establish the secret
key with the maximal key rate. Using this state, we will
examine CoQKD protocol. We will analyze the control-
ling power of the third party and the affected key rate.
In addition to CoQKD protocol, we will discuss the es-
tablishment of conference key. In the case of conference
key, all parties share a common key that they can use for
secret communication with one another. We show how
to establish this key for the NMM-state and use recently
introduced Bell inequalities to establish the security of
the conference key protocol.
We also discuss structure of four-qubit states that may
be suitable for CoQKD protocol. To carry out the Co-
QKD protocol with maximal key rate, we shall need
states where at least two individual qubits are maxi-
mally mixed. So for four-qubit states such states can
be MMNN-states, MMMN-states, or MMMM-states (like
GHZ-state, or cluster state). Here we will discuss the
cases where each party has one qubit each, or when some
of the parties have more than one qubit. The resource
states that we consider can be thought of as task-oriented
maximally entangled states (TMESs) [10]. Here task is
maximal QKD, i.e. the generation of secret key with
maximal key rate. We also show how these states can be
generated from product states by using suitable multi-
nary unitary operators. It turns out that these resource
states have the structure that makes them suitable for
cooperative teleportation protocol also.
In this paper, in the next section, we discuss the suit-
able three-qubit resource state structure. In the third
section, we discuss the CoQKD protocol using these re-
source states. In the fourth section, we discuss, the gen-
eration of the conference key. In the fifth section, we
discuss the suitable structure for more than three-qubit
states. In the sixth section, we discuss how these resource
states are also suitable for cooperative teleportation. In
the seventh section, we discuss theses resource states as
TMESs. Last section has our conclusions.
II. RESOURCE STATE STRUCTURE FOR
THREE QUBITS
As discussed above, to establish a secret key between
two parties namely Alice and Bob with maximal key
rate, they must share a Bell state (we will only deal
with qubits). So, for a cooperative scheme what we need
is that after all the measurements by the controlling
parties, the reduced state between last two parties should
be a Bell state. These two parties at the end establish
the secret key between them. Let us now consider a
three-qubit resource state that is shared among three
parties namely, Alice, Bob and Charlie who are holding
one qubit each. We would take Charlie as a controlling
agent, and wish a successful establishment of a secret
key between the rest. That is possible when after the
measurement by Charlie, the reduced state between
Alice and Bob is a Bell state. So, the question is:
What kind of three-qubit states have this particular fea-
ture? Answer to this question is in the proposition below.
Proposition : A cooperative QKD protocol is suc-
cessful with maximal key rate if the entangled resource
state is such that all three single qubit reduced density
matrices are maximally mixed or only two of them are
maximally mixed, such that the non-maximally mixed
qubit is with the controlling agent.
Proof : For a successful perfect establishment of a key
between Alice and Bob, they have to share a Bell state.
That means after Charlie performs the measurement, the
reduced state between Alice and Bob has to be local uni-
tary (LU) equivalent to a Bell state. Without loss of
generality, we take that Charlie is performing measure-
ment in the {|0〉, |1〉} basis. Then the suitable state for
a successful cooperative QKD is,
|Φ〉 =
√
1/2
[ |0〉 |φ+〉+ |1〉 (I⊗ U) |φ−〉 ] (1)
Obviously, for each measurement outcome for Charlie,
the reduced state between Alice and Bob is a Bell state
or its LU equivalent state. For this state the qubits of
Alice and Bob both have entropy one and the qubit of
Charlie has entropy less than one if, U is not identity. If
U = I, then all the qubits have entropy one and it is just
LU equivalent to the conventional GHZ-state. So, the
state has the entropy structure as stated in the proposi-
tion. Now the proof will be complete if we can show that
this is the only structure possible for all states which
have the entropy structure as mentioned in the proposi-
tion. To show this we use the results of Refs. [11, 12],
which provide details about the local unitary equivalence
of multipartite states. Firstly they showed that for three
qubits if all the single qubit reduced density matrices
are maximally mixed, then they are LU equivalent to√
1/2
[ |0〉 |φ+〉+ |1〉 |φ−〉 ], which is again LU equivalent
to GHZ-state. This proves our first case, where all the
qubits have entropy one. Next case is, when only two
qubits have entropy one each. Now, any three-qubit pure
state can be written in a Schmidt decomposition between
1-23 bipartition [13]. In the following C represents the
Charlie’s qubit and AB represents the joint subsystem of
Alice and Bob. Charlie holds the first qubit; Alice and
Bob hold second and third qubit respectively.
|ψ〉 = √p |0〉C |ψ0〉AB +
√
1− p |1〉C |ψ1〉AB , (2)
where, |ψ0〉 and |ψ1〉 both are normalized and 〈ψ0|ψ1〉 =
0. One can choose different parametrization of these two
orthonormal states, such that total number of parameters
of the state |ψ〉 is five. One simple parametrization is
the LPS [14] scheme. Now we wish this state to have
maximally mixed reduced density matrices for A and B.
3This makes the structure to be LU equivalent to,
|NMM〉 = √p |0〉C |φ+〉AB +
√
1− p |1〉C |φ−〉AB , (3)
with p 6= 1/2, as only Bell states and its LU equiva-
lent states have both single qubit reduced density matrix
maximally mixed. The last step is to show that Eq. (1)
and Eq. (3) are LU equivalent. We again use the results
of the Ref. [11, 12]. For two non-generic three-qubit
states with two single qubit reduced density matrices
maximally mixed are LU equivalent, if the third qubit
has same entropy for the both the states. Therefore, Eq.
(1) and Eq. (3) will be LU equivalent if we can show
that for every p we can choose a unitary U , such that
the qubit with Charlie has the same entropy for both the
states in Eq. (1) and Eq. (3). We can take a very simple
one parameter unitary,
U =
[ √
a
√
1− a
−√1− a √a
]
. (4)
Applying this unitary to Eq. (1) and then tracing out
Alice and Bob, we calculate the entropy of reduced den-
sity matrix for Charlie and find that for p = 1/2(1−√a),
Charlie’s qubit has same entropy for both states Eq. (1)
and Eq. (3) and hence they are LU equivalent. This
completes our proof.
III. COOPERATIVE QKD PROTOCOL WITH
NMM-STATE
The NMM-state as described above can be used for a
perfect cooperative QKD protocol. In this section, we
discuss two schemes for cooperative QKD. First we start
with Ekert’s protocol. Form the equation (3) it is evi-
dent that if Charlie makes the measurement in {|0〉 , |1〉}
basis then the collapsed state between Alice and Bob will
be a maximally entangled state. But if Charlie chooses
an arbitrary basis then the collapsed state may be any-
thing, i.e., separable, partially entangled or maximally
entangled. That also defines the control power of Char-
lie. Let us consider the arbitrary measurement basis sce-
nario. Let us take the general basis to be,
|+n〉 = |0〉+ n |1〉√
1 + |n|2 , |−n〉 =
−n∗ |0〉+ |1〉√
1 + |n|2 , (5)
where n ∈ C and 0 ≤ |n|2 ≤ 1. We will be considering Eq.
(3) as the initial state as it covers both GHZ and NMM
states. Specifically, for p = 1/2, the state is nothing but
a LU equivalent to conventional GHZ-state. From, Eq.
(5) we can write,
|0〉 = |+n〉 − n |−n〉√
1 + |n|2 , |1〉 =
n∗ |+n〉+ |−n〉√
1 + |n|2 . (6)
Putting these in Eq. (3) we get,
|NMM〉 = |+n〉 [N√p |φ+〉+Nn∗
√
1− p |φ−〉] + (7)
|−n〉 [−Nn√p |φ+〉+N
√
1− p |φ−〉], (8)
where N = 1/
√
1 + |n|2. When Charlie makes a mea-
surement, the collapsed states between Alice and Bob
can be one of the following states,
|ψ+〉AB =
1√
p+
[
N
√
p |φ+〉+Nn∗
√
1− p |φ−〉 ], (9)
|ψ−〉AB =
1√
p−
[
N
√
1− p |φ−〉 −Nn√p |φ+〉 ], (10)
with probabilities p+ = N
2p + N2|n|2(1 − p) and p− =
N2p|n|2 +N2(1− p) corresponding to measurement out-
comes |+〉 and |−〉 respectively. It is clear from the struc-
ture of the collapsed state that this can be separable,
partially entangled or maximally entangled. As an ex-
ample, when,
√
p = n∗
√
1− p, the collapsed state |ψ+〉 is
separable. When
√
p 6= n∗√1− p, state will be partially
entangled, and when n = 0, the collapsed state will be
maximally entangled.
We rewrite the states in Eq. (9) and Eq. (10) as
|ψ+〉AB = N1(|00〉+ n1 |11〉) (11)
|ψ−〉AB = N2(|00〉+ n2 |11〉), (12)
where, we define,
N1 =
N(
√
p+ n∗
√
1− p)√
2p+
, n1 =
√
p− n∗√1− p√
p+ n∗
√
1− p ,
N2 =
N(
√
1− p− n√p)√
2p−
, n2 =
−√1− p− n√p√
1− p− n√p . (13)
In the above, we see that if, the reduced density matrices
of Alice and Bob have entropy one from the beginning,
then by making a measurement in a right basis Charlie
can reduce the state between Alice and Bob to a maxi-
mally entangled state. So, the question arises that, if the
qubits held by Alice and Bob do not have entropy one
(i.e., maximally mixed) but less than one from the be-
ginning, can a measurement by Charlie make them max-
imally mixed? In the following, we show that this is not
possible. To show this, we start with the state of the
form of Eq. (3). But this time Charlie makes a mea-
surement on a qubit, which has entropy one. Then we
will show it is not possible to increase the entropy of the
qubit, which has entropy less than one. Considering the
state in Eq. (3), let us say, Charlie makes a measurement
on the second qubit in the general basis as given in Eq.
(5). In terms of this basis, we can write the state as,
|NMM〉 = N/
√
2
[√
p |00〉+ n∗√p |01〉
+
√
1− p |10〉 − n∗
√
1− p |11〉
]
|+〉
+N/
√
2
[
− n√p |00〉+√p |01〉
−n
√
1− p |10〉 −
√
1− p |11〉
]
|−〉 (14)
4Corresponding to two outcomes of Charlie’s measure-
ment, the collapsed state between Alice and Bob can be,
|φ+〉 = √p |0〉
[
N [|0〉+ n∗ |1〉]
]
+
√
1− p |1〉
[
N [|0〉 − n∗ |1〉]], (15)
|φ−〉 = √p |0〉
[
N [−n |0〉+ |1〉]
]
+
√
1− p |1〉
[
N [−n |0〉 − |1〉]]. (16)
Probabilities of getting these collapsed states are 1/2 for
each. It is evident from the expression that, for the col-
lapsed state to be a Bell state, we must have n = 1 and
p = 1/2. This will eventually make the starting state to
be GHZ one. Maximum entropy we can achieve for the
qubit held by Bob is what we had from the beginning
and that can be attained when n = 1. This shows that
we must have atleast two qubits to have entropy one, on
which measurements are not being done. We can do Co-
QKD with a partially entangled state, but then key rate
would not be maximal.
With these partially entangled states, Alice and Bob
can initiate an entanglement based QKD protocol like in
Ref. [1]. The original protocol [1, 15] involves a maxi-
mally entangled state namely a Bell state. In the absence
of an eavesdropper, e.g. Eve, the protocol is reminiscent
of the BB84 protocol. Two parties hold one qubit each
and agree on two sets of basis states in which they mea-
sure their own qubits randomly. After the measurement
step, they announce their choices of the bases. Those
data are kept, where the bases are matched and the rest
are discarded. So, in half of the cases they get perfectly
correlated results and hence can construct a secure key.
The secure key rate is 1/2 in this scenario. But often in a
practical scenario, the perfect correlation is not obtained,
which indicates noise in the entanglement channel or im-
perfect measurement or possibly Eve’s intervention. Al-
ice and Bob use a part of the matched data to determine
the Quantum Bit Error Rate (QBER) and the remaing
part is used to build secure key after error correction and
privacy amplification. To know Eve’s presence, in the
Ekert’s original protocol, Alice and Bob use one extra
set of basis states each that helps in testing the violation
of Bell-CHSH inequality. If it is maximally violated then
there is no eavesdropper’s attack. Non-maximal violation
would indicate a non-zero QBER. In this protocol, with
one extra set each , the key rate changes from 1/2 to 2/9.
As the resource state in our case is a nonmaximally en-
tangled state, it will always give a nonmaximal violation.
So, we have to rearrange the protocol a bit. In the orig-
inal protocol Alice and Bob choose three measurement
settings each giving rise to nine combinations of mea-
surement operators. Alice’s the settings are : A1 = σx,
A2 = 1/
√
2(σx +σy) and A3 = σy. Whereas, Bob’s mea-
surement settings are : B1 = 1/
√
2(σx + σy), B2 = σy
and B3 = 1/
√
2(−σx + σy). Two combinations, used to
make the secret key are (A2, B1) and (A3, B2), because
of perfect correlations in these two settings. Four com-
binations e.g (A1, B1), (A1, B3), (A3, B1) and (A3, B3)
are required to test the Bell violation. These particular
measurement settings will give the maximal violation for
a Bell state. Remaining combinations of the measure-
ments are discarded. In our case, we have to change the
measurement settings according to the resource state we
have. It is well known [16, 17] that given a nonmaximally
entangled two-qubit pure state, we can always specify the
measurement settings for which Bell-CHSH [5] inequal-
ity will show the optimal violation. Let us say, the given
state is |ψ〉 = α |00〉+β |11〉. For this state if one chooses
the following measurement settings,
A1 = σz, A2 = σx
B1 = cos θσz + sin θσx, B2 = cos θσz − sin θσx
where, cos θ = 1/
√
1 + 4α2β2, then the expectation
value of the Bell-CHSH operator, i.e. A1B1 + A2B1 +
A2B1−A2B2 will be 2
√
1 + 4α2β2, which is optimum for
this state. (Without loss of generality, we have taken α
and β to be real numbers.) Depending upon the col-
lapsed state, Alice and Bob have to choose the right
measurement settings. The steps will be following: First
Charlie announces the choice of n, which is taken to be
a real number, and also the outcome of his measure-
ment. Knowing n, Alice and Bob know the collapsed
state between them, which is either N1 |00〉 + N1n1 |11〉
or N2 |00〉 + N2n2 |11〉. Suppose, the collapsed state is
N |00〉+Nn |11〉. Then, Alice and Bob choose the follow-
ing three measurement settings each giving rise to nine
combinations.
A1 = σz, A2 = cos θσz + sin θσx, A3 = σx
B1 = cos θσz + sin θσx, B2 = σx, B3 = cos θσz − sin θσx.
Like before, the combination (A2, B1) and (A3, B2) can
be used to generate the secret key and the combination
(A1, B1), (A1, B3), (A3, B1) and (A3, B3) can give the
optimal Bell violation which is 2
√
1 + 4n2N2. Remaining
combinations are thrown out. So, if the Bell violation
is less than the optimum value 2
√
1 + 4n2N2, they will
know Eve’s presence. In the case of a partially entangled
state, perfect correlation are not obtained, which leads
to nonzero QBER. As stated, in this scenario, Alice and
Bob measure with two different choices of basis states.
We assume that they have agreed to measure with the
projectors P0/1 and P± where
P0/1 = M
†
0/1M0/1, P± = M
†
±M± (17)
and M0 = |0〉〈0|, M1 = |1〉〈1|, M± = |±n〉〈±n|. Here,
QBER is defined as the probability that they would ob-
tain different outcomes even if the measurement basis
states are same, i.e.,
QBER = Tr(P0 ⊗ P1.ρ) + Tr(P1 ⊗ P0.ρ) +
Tr(P+ ⊗ P−.ρ) + Tr(P− ⊗ P+.ρ), (18)
5where ρ = |ψ〉〈ψ|. Now plugging |ψ+〉AB into the above
equation we find the expression for QBER:
QBER =
n2(1− p)
2
(
n2(1− p) + p) . (19)
We have plotted it with Charlie’s measurement parame-
ter n. It shows that error rate vanishes if measurement
basis states correspond to n = 0 in which case the col-
lapsed states are Bell states, leading to perfectly corre-
lated measurement outcomes. In more general scenario,
i.e., when the state is not a Bell state, there exists er-
ror rate even in the absence of any eavesdropper. In-
terestingly, Charlie can control QBER by choosing ap-
propriate measurement basis states. With information
p=0.2
p=0.3
p=0.4
p=0.5
0.0 0.2 0.4 0.6 0.8 1.0
0.0
0.1
0.2
0.3
0.4
n
Q
B
E
R
FIG. 1. QBER with control power of Charlie. Lower one
corresponds to GHZ-state for which QBER is least of all.
about QBER, they can employ some error correcting
protocols to distill a secure key. Having calculated the
QBER, next thing to determine is the secure key rate.
In the absence of Eve and with no QBER, the sifted key
rate is 1/2. But the final key rate will depend on the
practical implementation of the protocol and hence on
QBER. So, a more reasonable quantity to use is the rel-
ative key rate which is determined by the difference be-
tween Bob’s and eavesdropper Eve’s information about
sifted key [15, 18, 19]. The relative key rate is defined as,
r = Rfin/Rsif = I(A,B) − I(A,E), where Rfin, Rsif
are the final and sifted key rate respectively and I(A,B)
is the mutual information between Alice and Bob, and
similarly, I(A,E) is between Alice and Eve. In our case,
we are neglecting the presence of Eve also. So, we have
[15, 18, 19], r = 1+Q log2Q+(1−Q) log2(1−Q), where
Q is the QBER.
Next, we will briefly discuss a protocol as introduced
in [20], where a partially entangled state is used as a
resource state for QKD. This protocol has been con-
structed in a way that partially entangled state gives
perfect correlation. In the absence of other disturbances
this gives QBER to be zero. The protocol is as follows:
each time Charlie makes a measurement, he announces
publicly the parameters N1, n1 and N2, n2 which deter-
mine the degree of entanglement of the collapsed state
between Alice and Bob. Alice prepares a qubit in the
state |±〉 = 1√
2
(|0〉 ± |1〉) which she associates with the
secret key and assigns the bit value 0 for |+〉 and 1 for |−〉
respectively. However both of them have pre-agreement
about this assignment. Alice makes a joint measurement
on her subsystem which consists of a qubit of the col-
lapsed state and either of the |±〉 for Probabilistic Quan-
tum Teleportation (PQT) [21] of one of the states |±〉.
For this, she randomly chooses one of the states from the
generalized orthonormal Bell basis given as,
|χ+m〉 =
|00〉+m |11〉√
1 + |m|2 , |χ
−
m〉 =
m∗ |00〉 − |11〉√
1 + |m|2 ,
|ζ+m〉 =
|01〉+m |10〉√
1 + |m|2 , |ζ
−
m〉 =
m∗ |01〉 − |10〉√
1 + |m|2 , (20)
where m ∈ C. After the measurement, Alice informs Bob
the GBS (Generalized Bell State) she gets but does not
disclose m. Probabilities of getting one of these GBS as
outcome are,
Pχ+m =
N21 (1 + n
2
1m
2)
2(1 + |m|2) , Pχ−m =
N21 (m
2 + n21)
2(1 + |m|2) ,
Pζ+m =
N21 (m
2 + n21)
2(1 + |m|2) , Pζ−m =
N21 (n
2
1m
2 + 1)
2(1 + |m|2) . (21)
Similar expressions would be obtained if we take into ac-
count other collapsed state characterized by N2 and n2.
Only N1 and n1 would be replaced by N2 and n2 respec-
tively. After knowing about the GBS from Alice, Bob ap-
plies appropriate unitaries to his qubit and projects onto
the |+〉 state or |−〉 state. Next, they discuss publicly
the value of n (= n1 or n2, value Bob uses for GBS) and
m (= n1 or n2, value Alice uses for the GBS). They only
keep those cases when m matches with n and discard
other data. Subsequently within these matching cases
they keep those data when measurement outcome is ei-
ther |χ−m〉 or |ζ+m〉 constructing the successful runs. Half
of these successful runs are used to construct the secret
key and the other half of these runs are used to detect
Eve. If Eve tries to tamper the protocol, the shared en-
tangled state between Alice and Bob will be disturbed
and Eve’s presence will be detected much like in BB84
protocol. Success of this protocol is given by
Ksuccess =
1
2
( N21n21
1 + n21
+
N22n
2
2
1 + n22
)
. (22)
Factor of 12 appears because they discard half of their
data to check eavesdropping.
From Fig. 2 we can see that success rate depends on
the degree of entanglement of the collapsed states Eq.
(9), Eq. (10) which is determined by Charlie’s choice
of measurement basis states. So, whole key distribution
protocol is being controlled by Charlie. It is evident that
non-conditional control of Charlie is not attainable unless
p = 12 which turns the state in Eq. (3) into GHZ-state.
By, non-conditional control we mean Charlie must find
one such measurement basis so that she would be able to
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FIG. 2. Success rate with control power of Charlie. Lower
one is for GHZ-state (p = 1
2
).
collapse the state into a separable state, thus no key can
be generated by Alice and Bob.
IV. CONFERENCE QKD WITH NMM-STATE
In the previous section, we discussed the cooperative
QKD scheme, where one party’s role was to do the mea-
surement and help establishing a secret key between the
remaining two parties. In this section, we will discuss
a simple scheme for establishing a secret key among all
three parties, also called a conference key. There are sev-
eral conference key protocols using multipartite entan-
glement [6–9]. Here, we are closely following the scheme
introduced in the Ref. [7]. We show that one can gener-
ate conference key using the NMM-state also with some
non-zero QBER. Before going to describe the protocol,
first we note the following equivalences,√
1/2
[ |+x〉 |φ+〉+ |−x〉 |φ−〉 ] = √1/2(|000〉+ |111〉)
=
√
1/2
[ |+y〉 |Φ−〉+ |−y〉 |Φ+〉 ] (23)
where, |+x〉 =
√
1/2(|0〉+|1〉) and |−x〉 =
√
1/2(|0〉−|1〉)
are the eigenstates of σx, |+y〉 =
√
1/2(|0〉 + i |1〉) and
|−y〉 =
√
1/2(|0〉−i |1〉) are the eigenstates of σy, |Φ+〉 =√
1/2(|00〉 + i |11〉) and |Φ−〉 = √1/2(|00〉 − i |11〉). In
this equivalence we did not apply any local unitary. One
can also show that,
|φ+〉 = √1/2(|+x〉 |+x〉+ |−x〉 |−x〉
=
√
1/2(|+y〉 |−y〉+ |−y〉 |+y〉). (24)
|Φ+〉 = √1/2(|+x〉 |+y〉+ |−x〉 |−y〉)
=
√
1/2(|+y〉 |+x〉+ |−y〉 |−x〉),
and similarly for |φ−〉 and |Φ−〉. Above equations show
that whenever one measures odd number of σx and even
number of σy, we get perfect correlations. This is be-
cause the GHZ-state is the simultaneous eigenstate of
the stabilizer group containing eight elements, [8] which
is {III,XXX,ZZI, IZZ,ZIZ,−Y XY,−Y Y X,XY Y }.
This observation is crucial for the protocol of conference
QKD. Let us consider GHZ-state. First, one of the party,
say, Alice starts with a three-qubit GHZ-state and makes
a measurement on one qubit either in σx or σy basis.
Then, keeping that qubit she sends the rest of the two
qubits to Bob and Charlie, who in this protocol are part-
ners of Alice, such that a conference key is established
among three of them. Then Bob and Charlie make mea-
surements on their qubits in σx or σy basis randomly.
For the time being we are not concerned with Eve’s pres-
ence. Then all of them including Alice publicly announce
their measurement basis choices. They keep the data for
which they all measure σx or any two of them measure
σy. They discard remaining data. As, their results are
now perfectly correlated, they can generate a secret key.
Out of eight set of measurements they keep four of them
to generate the key. So, key rate is 1/2.
Instead of taking GHZ-state, we consider our state
i.e. the NMM-state. We take the starting form of
the state to be |ψ〉 = √p |+x〉 |φ+〉 +
√
1− p |−x〉 |φ−〉.
As expected, we would not get perfect correlations; so
QBER is not zero. We calculate QBER for this kind of
state. Before that, let us first write down the correlation
and anti-correlation tables.
σx σx σx
+ + +
+ − −
− + −
− − +
σx σy σy
+ + −
+ − +
− + +
− − −
σy σx σy
+ + −
+ − +
− + +
− − −
σy σy σx
+ + −
+ − +
− + +
− − −
Our starting state is, |NMM1〉 = √p |+x〉 |φ+〉 +√
1− p |−x〉 |φ−〉. This state is LU equivalent to the
NMM-state. This state has perfect correlations for three
σx measurements. So, QBER is zero for this kind of cor-
relation. Also, when σx is measured on the first qubit, it
is straightforward to see that,
√
p |+x〉 |φ+〉+
√
1− p |−x〉 |φ−〉 =√
p/2 |+x〉 (|+y〉 |−y〉+ |−y〉 |+y〉) + (25)√
(1− p)/2 |−x〉 (|+y〉 |+y〉+ |−y〉 |−y〉). (26)
So, for the the measurements XXX and XY Y , we
have perfect correlations and hence zero QBER. But,
the other two measurements will not give perfect correla-
tions. From the chart of correlation and anti-correlation
it is evident that remaining two cases i.e., Y XY and
Y Y X give same QBER. Let us compute for the first one.
QBER is the probability of wrong correlations, i.e. we
have to calculate the other four combinations of outcomes
than what appears in the table. That means for the table
of Y Y X, QBER is given by,
Tr[(P y+ ⊗ P y+ ⊗ P x+)ρ] + Tr[(P y+ ⊗ P y− ⊗ P x−)ρ]
+ Tr[(P y− ⊗ P y+ ⊗ P x−)ρ] + Tr[(P y− ⊗ P y− ⊗ P x+)ρ],
7which comes out to be equal to 1/2(
√
1− p − √p)2 and
same for the other table. we plot the QBER with p and
see that it is zero for GHZ-state, which is expected.
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FIG. 3. Variation of QBER with p
So we see that the NMM-state is useful for conference
QKD scheme, but with some non-zero QBER. The se-
curity of the secret key in the presence of Eve can be
analysed by estimating her maximal information gain. If
Eve has one qubit as a resource, then with the help of
that, she can affect both the channels A − B or A − C
[7], with the assumption of individual attack, i.e. at a
time she can affect one channel only. We also assume
that all the three parties between whom the secret key
is being established are trusted. It is only an outsider
like Eve who wants to jeopardize the protocol. So, esti-
mation of I(A;E) w.r.t I(A;BC) will give the maximal
knowledge that Eve can aquire about the protocol and if
I(A;BC) > I(A;E) then only then the partners can go
on to make the secret key. This is guaranteed from the
violation of MABK inequalities. With Eve’s qubit and
her maximal power of affecting the protocol, we can con-
struct the total four-qubit state |ΨABCE〉, with ρABC and
ρAE , being the trusted and untrusted part respectively.
In [7] it was shown that I(A;BC) is greater than I(A;E),
only when ρABC violates the MABK [22, 23] inequality
but not ρAE . In the same way, starting with the state√
p |+x〉 |φ+〉+
√
1− p |−x〉 |φ−〉, one can first analyse the
maximal attack possible by Eve and determine the state
|ΨABCE〉. Then one can go on to check condition for
I(A;BC) > I(A;E) in terms of Bell inequality violation.
There is a zoo of Bell inequalities [24] in multipartite
scenario. One has to choose the optimum Bell inequality
for this scenario, which can be used most effectively. In
this sense, the inequalities [25, 26] previously introduced
are useful, as these inequalities are violated by all gen-
eralized GHZ-states, the property which is not shown by
any correlation Bell inequalities with two measurement
choices per party. In the following, we show the proto-
col in which using the inequalities introduced in [25], we
can detect the presence of Eve. We take any inequality
out of the set of six inequalities we constructed and see
the violation by the NMM-state. We take the following
inequality,
I = A1(B1 +B2) +A2(B1 −B2)C1 ≤ 2. (27)
We showed in the Ref. [25], that optimal quantum vi-
olation of this inequality is 2
√
2, which is obtained for
GHZ-state. Moreover, every generalized GHZ-state of
the form α |000〉+√1− α2 |111〉 violates this inequality
for the whole range of α, i.e., 0 ≤ α ≤ 1. In the fol-
lowing we show that every NMM-state also violates the
inequality for the whole parameter range. To show this,
we choose the following measurement settings,
A1 = σz, A2 = σx
B1 = cos θσx + sin θσz, B2 = − cos θσx + sin θσz
C1 = σx
These measurement settings are similar to the one used
in Ref. [25]. For these measurement settings, the
expectation value of the state |ψ〉 = √p |+x〉 |φ+〉 +√
1− p |−x〉 |φ−〉 is 〈I〉 = 4
√
p(1− p) cos θ+ 2 sin θ. Em-
ploying the inequality α sin θ + β cos θ ≤
√
α2 + β2, it is
evident that, 〈I〉 ≤ 2√1 + 4p(1− p). This shows that
the inequality gets always violated by the NMM-state
and when p = 1/2 ( i.e. GHZ-state), the violation is
2
√
2. Therefore, for cos θ = 1/
√
1 + 4p(1− p), the mea-
surement settings we chose is also the optimal measure-
ment settings for the NMM-state. Next, we describe the
protocol to detect the presence of Eve. For this, in each
round of the protocol, Alice chooses from three measure-
ment settings, Bob chooses from four measurement set-
tings and Charlie chooses from three measurement set-
tings as following,
A1 = σx, A2 = σy, A3 = σz
B1 = σx, , B2 = σy,
B3 = cos θσx + sin θσz, B4 = − cos θσx + sin θσz.
C1 = σx, C2 = σy, C3 = I.
Here, I means Charlie employs an Identity oper-
ator which means he does nothing and cos θ =
1/
√
1 + 4p(1− p). So, there are total 36 combina-
tions, out of which four combinations e.g. (A1, B1, C1),
(A1, B2, C2), (A2, B1, C2) and (A2, B2, C1) are used to
make the key as described before. This gives the key
rate of 1/9. Four combinations, e.g.. (A3, B3, C3),
(A3, B4, C3), (A1, B3, C1) and (A1, B4, C1) are used to
check the optimal violation for the inequality in Eq. (27),
which is 2
√
1 + 4p(1− p). So, if the expectation value
for the inequality is less than 2
√
1 + 4p(1− p), we can
surely say that there is Eve’s intervention. Remaining 28
combinations we throw away for the completion of the
protocol.
V. RESOURCE STRUCTURE FOR
MULTIPARTITE STATES (N ≥ 4)
In this section, we explore the resource state struc-
ture of four-qubit states that are suitable for maximal
8CoQKD, i.e. CoQKD with maximal key rate, for some
particular measurement settings. In this scenario, there
may arise two situations for cooperative QKD. In the first
case, there are four parties and each party has one qubit.
Second case is when there are three parties and one party
(other than the sender and the receiver) has two qubits.
We start with the first case.
A. Each party has one qubit
Secret key can be established between Alice and Bob,
if after the measurements by Charlie and Dennis, they
share a Bell state or its LU equivalent state.
Proposition : Cooperative QKD is successful if after
the measurement by one party say Dennis, the collapsed
state between Alice, Bob and Charlie is LU equivalent√
1/2
[ |0〉 |φ+〉 + |1〉 (1 ⊗ U) |φ−〉 ]. If (1 ⊗ U) |φ−〉 is
orthonormal to |φ+〉, then it LU equivalent to GHZ-state.
Proof : The proof follows from the proposition of sec-
ond section where we proved that for three qubits the
structures we presented, i.e. LU equivalent to GHZ or
LU equivalent to
√
1/2
[ |0〉 |φ−〉+ |1〉 (1⊗U) |φ+〉 ], such
that (1 ⊗ U) |φ−〉 is not orthonormal to |φ+〉 are neces-
sary and sufficient for cooperative QKD to be successful.
Therefore, for four qubits, after the measurement by one
party, the state must collapse to one of these three-qubit
states.
The protocol can be generalized for multipartite en-
tangled states also. In analogy with the previous section
there may arise three different type of structures for the
resource state as listed in the following,
|Φ1〉 = 1√
2
(|0〉4 ⊗ |g0〉321 + |1〉4 ⊗ |g1〉321). (28)
|Φ2〉 = 1√
2
(|0〉4 ⊗ |g0〉321 +
1√
2
|1〉4 ⊗ |ψ〉321). (29)
|Φ3〉 = 1√
2
(|0〉4 ⊗ |ψ〉321 +
1√
2
|1〉4 ⊗ |ψ′〉321). (30)
The subscripts denote the order of the qubits which we
follow throughout our discussion.
where, |g0〉 is conventional GHZ-state and |g1〉 is LU
equivalent to the former one, |ψ〉 and |ψ′〉 are the states
as mentioned in Eq. (3) with different coefficients p.
The first kind of state can give two different alternatives.
Firstly, if |g0〉 is orthogonal to |g1〉, then all the single
qubit reduced density matrices of the resource state |Φ1〉
have entropy one. Secondly, if |g0〉 is not orthogonal to
|g1〉, then the reduced density matrix of the first qubit
has entropy less than one, whereas all other single qubit
reduced density matrices have entropy one. For the next
state structure |Φ2〉 the single qubit reduced density ma-
trices for the last two qubits (qubits of the sender and the
reciever) are maximally mixed, whereas the other qubits
have reduced density matrices with entropy less than one.
And the last structure has also the similar entropy config-
uration as the second structure, i.e. last two qubits have
entropies one each and other two qubits have entropies
less than one. So, given only the entropy structures, we
can not distinguish between the second and third struc-
ture. To distinguish them we need the structure of the
collapsed states after the measurement of Dennis.
Now, we will be considering some examples. Cluster
states [27] belong to the first category with all the single
qubit reduced density matrices having entropy one. So,
it is a suitable resource state for cooperative QKD. Next,
we consider the following state,
|R1〉 = 1
2
√
2
[
|0010〉+ |0100〉+ |0001〉 − |0111〉+
|1000〉+ |1100〉+ |1011〉 − |1111〉
]
,
This state has similar entropic structure like the first
structure, where |g0〉 and |g1〉 are not orthogonal as
S(ρ4) ≈ .81 and S(ρi) = 1 for i = 1, 2, 3. Therefore,
this state is also suitable for cooperative QKD. We have
already shown that for three-qubit case, to have two
maximally mixed single qubit reduced density matrices is
the necessary and sufficient condition for the successful
cooperative QKD. Also, for four-qubit cases we see
that two maximally-mixed single qubit reduced density
matrices are the minimum requirement. Therefore,
for four-qubit cases also this criteria is necessary and
sufficient for successful cooperative QKD. Other possible
structures are sufficient conditions. So, we can generalize
it for any N-qubit entangled state with each one holding
a single subsystem.
Proposition : For a successful cooperative QKD with
maximal key rate, using a N-qubit entangled state, with
each party holding one qubit, the necessary and sufficient
condition for the resource state is that it has at least two
maximally-mixed single qubits.
B. One party has more than one qubit
Let us now consider the second situation, where one
party, e.g. Charlie, has two qubits in his possession,
whereas, Alice and Bob have one qubit each. As seen
in the previous discussion, we must have the structure
of NMM (necessary and sufficient) or GHZ (sufficient)
along the cut Charlie-(Alice and Bob). Now Char-
lie holds two qubits, say first two qubits, and makes
measurement in the orthonormal computational basis
:{|00〉 , |01〉 , |10〉 , |11〉}. We require that after the joint
measurement, the collapsed state between Alice and Bob
is LU equivalent state to a Bell state. Therefore, the
most general structure of the resource state is,
|Ψ〉 = 1
2
(|00〉 ⊗ |φ1〉+ |01〉 ⊗ |φ2〉
+ |10〉 ⊗ |φ3〉+ |11〉 ⊗ |φ4〉), (31)
9where, |φ1〉, |φ2〉, |φ3〉 and |φ4〉 are LU equivalent to Bell
states, though not necessarily orthonormal to each other.
All states of the form of Eq. (28), Eq. (29) and Eq. (30)
can be recast as Eq. (31) and vice versa. It can be shown
very easily, by observing that
√
1/2(|0〉⊗|φ1〉+|1〉⊗|φ2〉)
and
√
1/2(|0〉 ⊗ |φ3〉 + |1〉 ⊗ |φ4〉) are the NMM states.
So, |Ψ〉 has the similar structure like |Φ1〉, |Φ2〉 and |Φ3〉.
So, all the states capable of doing CoQKD as described
in the former scenario can also be used as a resource in
the present scenario. One difference from the previous
scenario is that, Charlie now can use an entangled basis
for the measurement. Later, we will show that for the
measurement in entangled basis, we will not get the col-
lapsed state between Alice and Bob as Bell state. Now,
we will be calculating the efficiency of this cooperative
scheme in the two cases. We have seen that the protocol
involves several observers. In fact for a n-qubit resource
state, the cooperative QKD may involves at most n ob-
servers. In this discussion, we have a four-qubit resource
state as given in Eq. (31). In the first case, there are
four observers namely Dennis, Charlie, Alice and Bob.
The key has to be established between Alice and Bob.
The collapsed state between them is not necessarily a
maximally entangled state. As before in the three-qubit
scenario, it will depend on the measurement basis cho-
sen by Charlie and Dennis. Without loss of generality, we
shall consider that Dennis and Charlie choose to measure
in the basis given by Eq. (5). So after the measurement
of Dennis, the collapsed state between Charlie, Alice and
Bob corresponding to the outcome |+〉, is given by,
|Ψ+CAB〉 =
|0〉 (|φ1〉+ β |φ3〉) + |1〉 (|φ2〉+ β |φ4〉)√
2(1 + |β|2) (32)
where β determines the measurement basis chosen by De-
nis and the probability that Dennis obtains |+〉 outcome
is 1/2. Thus the collapsed state is partially entangled
three-qubit state. So there is non-vanishing QBER in
the protocol. We can find it by using the same proce-
dure as given in Eq. (19). It is to be noted that there
will be a collapsed state corresponding to the measure-
ment outcome |−〉 but the analysis is same as the present
case. Now, Charlie would measure in the general basis as
before resulting a collapsed state between Alice and Bob.
Corresponding to the outcome |+〉, we find that the state
is given by,
|Ψ+AB〉 =
|φ1〉+ α |φ2〉+ β |φ3〉+ αβ |1〉 |φ4〉√
(1 + |α|2)(1 + |β|2) , (33)
where α is the measurement parameter of Charlie and
Charlie obtains the outcome |+〉 with probability 1/2.
Now, the collapsed state between Alice and Bob involves
two parameters arising from the measurement basis of
Charlie and Dennis. We take these two parameters to
be real. As the state is not maximally entangled there
will be non-vanishing QBER even in the absence of any
eavesdropper. When |φ1〉, |φ2〉, |φ3〉 and |φ4〉 are four
Bell states, we find the QBER of the protocol employing
the expression of Eq. (18) as given by,
Q1 =
β2
1 + β2
+
α2
1 + α2
(34)
There are two parameters in QBER which are controlled
by Dennis and Charlie. The behavior of QBER with
respect to the measurement parameters are displayed in
Fig. 4. We have plotted the QBER with the parameter
α, for different values of β’s. From the expression of
QBER, it is evident that plot with β for different α’s will
be similar. We can see from Eq. (32) and Eq. (33) that if
β=0.1
β=0.5
0.0 0.2 0.4 0.6 0.8 1.0
0.0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
α
Q
1
FIG. 4. Variation of QBER with α for different β’s.
Dennis and Charlie measure in the computational basis
the collapsed states are three-qubit GHZ-state and Bell
state respectively. Therefore, we find vanishing QBER
which can be seen in the above plot.
In the second case, three observers are involved in the
protocol and one of them, let’s say Charlie, holds two
qubits. For the same resource state he performs a joint
measurement using GBS, given in Eq. (20). We find the
collapsed state between Alice and Bob,
|Ψ+AB〉 =
|φ1〉+m |φ4〉√
1 +m2
, (35)
corresponding to the outcome |χ+m〉, which occurs with
probability 1/4. The collapsed state is partially entan-
gled state and as before we find QBER of the protocol,
Q2 =
m2
1 +m2
, (36)
where we have considered m as real. If Charlie measures
in computational basis the collapsed state is a Bell state
which yields a vanishing bit error rate. We have plotted
the QBER in this case with the parameter m in Fig. 5
VI. COOPERATIVE TELEPORTATION
In this section, we shall discuss usefulness of the re-
source state (3) in cooperative teleportation scheme [28–
30]. The protocol can be carried out in the same way as
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FIG. 5. Variation of QBER with the parameter m.
CoQKD: Charlie makes a measurement on his subsystem
and classically communicates his measurement outcome
to Alice who has the unknown qubit to teleport to Bob.
She then makes a joint measurement on the composite
system conditioned on Charlie’s measurement outcome
and informs her measurement outcome to Bob who finds
a suitable unitary transformation to retrieve the original
state.
In tripartite scenario, the state recast as (3) is suitable
for the protocol. In this case, depending on Charlie’s
choice of measurement basis i .e. on n, fidelity F of tele-
portation would be determined and for p = 12 , Charlie
has full control over the protocol [31]. As the collapsed
state between Alice and Bob is partially entangled in a
more general situation, naturally teleportation fidelity is
no longer unity. It would be interesting to find the be-
havior of average fidelity with the Charlie’s measurement
outcome which is characterized by n. We define average
fidelity as
Fav = p+F+ + p−F−, (37)
where F± corresponds to the fidelity of |ψ±〉AB respec-
tively. We calculate fidelity using the formula given by
Horodecki et al. [32], F ≤ 12 (1+ 13Tr
√
T †T ), where the el-
ements of the matrix T is defined as tαβ = Tr
[
(σα⊗σβ)ρ
]
for a state ρ. We consider the optimal fidelity F =
1
2 (1 +
1
3Tr
√
T †T ).
The variation of average fidelity with control parame-
ter n has been displayed in the Fig.(6). It is interesting
to point out that Charlie has full control over the proto-
col when the state is GHZ, i.e., p = 0.5. However, for
other values of p and some range of n Charlie does not
have any control as average fidelity remains constant. To
understand this behavior we compute concurrence [33]
of the states |ψ+〉AB and |ψ−〉AB and then average it to
find out the average concurrence as,
Cav = p+C+ + p−C−. (38)
We plot the average concurrence with control parameter
n for some values of p. The nature of Fig. 7 is exactly
same as the nature of Fig. 6.
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FIG. 7. Variation of average concurrence with the parameter
n.
The reason is that for a pure state fidelity is related
to the concurrence by the formula F = 23 (1 + C). In our
case, average fidelity is Fav = p+F+ + p−F− = 23 (1 +
p+C+ + p−C−) = 23 (1 + Cav).
VII. TMES FOR COOPERATIVE
COMMUNICATION PROTOCOLS
For multipartite states, there is no unique notion of
maximally entangled state like Bell states in two-qubit
case. But we can construct a set of states which may be
suitable for a particular protocol and those states that
can execute the protocol maximally. We have seen apart
from GHZ-state, the state (3) is capable of performing
cooperative QKD as well as cooperative teleportation.
These resource states are suitable for maximal CoQKD,
i.e. the protocol can be carried out with maximal key
rate, as well as maximal cooperative teleportation, i.e.
with maximal fidelity . Therefore, these states are task-
oriented maximally entangled states (TMESs) as intro-
duced by the authors in [10].
In the case of tripartite states, as shown in [10], one
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should be able obtain a TMES for teleportation by ap-
plying a suitable multinary transformation on the prod-
uct state of a one-qubit state and a Bell state. We now
present these transformations for the resource state. It
would be interesting to see how these states can be re-
alized. A single qubit unitary operation followed by a
global unitary on a Bell state would suffice to produce
this kind of state:
(U12⊗σ03) |0〉1 |φ+〉23 =
√
p |0〉1 |φ+〉23+
√
1− p |1〉1 |φ−〉23 ,
(39)
where operator U12 =
[ √
pσ0
√
1− pσz
−√1− pσz √pσ0
]
acts on
first two qubits and σ03 is σ
0 acting on the third qubit. σ0
is the 2× 2 identity matrix and σz is the Pauli-Z matrix.
VIII. CONCLUSION
We have presented a novel protocol for cooperative
QKD. For a given multipartite state, it is not always
obvious whether this state can be used for cooperative
QKD or cooperative teleportation. In this paper, we
have constructed resource states for successful cooper-
ative QKD, i.e. CoQKD with maximal key rate. These
states are also suitable for cooperative teleportation with
maximal fidelity. The resource states we have discussed
are exhaustive for three-qubit case. The efficiency of the
protocols depends on the choice of the measurement ba-
sis by the controlling party. We have explicitly shown
the dependence of the key rate of CoQKD protocol and
fidelity of cooperative teleportation with Charlie’s choice
of measurement basis. Efficiency of the protocol (key
rate or fidelity) is controlled by Charlie. If he chooses a
basis set wisely then the protocol can be carried out max-
imally, i.e. maximal key rate or fidelity. In this sense,
the states we have discussed are TMESs. Apart from Co-
QKD, we have shown how to generate a conference key
with the resource state. It turns out that recently in-
troduced Bell inequalities can be used to determine the
security of the conference key protocol. We have also
gone beyond three-qubit scenario, and constructed suit-
able resource states for four-qubit states. We hope that
our discussion would lead to experimental observations
of these cooperative schemes.
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